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Internet in China

• Currently: 79.5 million users

• This is approx. the population of Germany, 
but only 6.2% of the population of China



Timeline

• September 20th, 1987: First e-mail from 
China (via Universität Karlsruhe)

• 1994 permanent connection to the Internet

• from 1995 to today: rapid growth of 
Internet

• portal sites: sina.com, sohu.com, 163.com



The other numbers

• 30,000 Chinese officials working on 
monitoring and censoring the Web

• 61 Internet users in prison for critizing the 
government publically (August 2004, RSF)



Banned in China

• Chinese government openly admits 
Internet censorship

• Hard numbers on banned sites are hard (or 
even impossible) to research



What gets banned?

• Dissident views: regional conflicts like 
Taiwan, Tibet

• Falun Gong material

• pornography, gambling

• (occassionally:) foreign language resources 
(search engines, news)



How does the 
censorship work?

• Technically, the Great Firewall can only be 
seen as a black box

• Reporters sans frontières claims Cisco 
Systems delivered “several thousand 
routers” to the regime 

• Canadian report claims censorship 
infrastructure built by Nortel Networks



Yes, but HOW does it 
work? 

• Chinese filters use:

• IP number bans 

• fake DNS replies

• HTTP keyword manipulation



IP-Bans

• usual suspects: www.tibet.com, 
www.falundafa.ca

• news and blogging sites: www.bbc.co.uk (at 
least temporarily), blogger.com, 
typepad.com

• random and unexplicable bans come and go 
(experimental setup? false positives?)



DNS

• some sites are also blocked on a DNS level

• using a foreign DNS may not work, DNS 
manipulation seems to come from within 
the Chinese network infrastructure



HTTP Keyword 
Blocking

• Attempt to make certain sites unaccessable 
for search engine users

• Keyword blocking looks for what looks like 
HTTP traffic with banned keywords



The case of Baidu.com 
(百度)



• Baidu.com, owned by Google 

• largest Chinese search engine

• largest competitor: yisou.com (owned by 
Yahoo!)



Searching Baidu



Searching again (in 
Pinyin)



A cute search on 
Google



What happened?
14:02:39.300091 PPPoE  [ses 0x7b70] IP 218.109.196.83.gandalf-lm > 64.233.189.104.http: S 861539765:861539765(0) win 
64800 <mss 1440,nop,nop,sackOK>
14:02:39.804614 PPPoE  [ses 0x7b70] IP 64.233.189.104.http > 218.109.196.83.gandalf-lm: S 2736849466:2736849466(0) win 
64240 <mss 1460,nop,nop,sackOK>
14:02:39.804633 PPPoE  [ses 0x7b70] IP 64.233.189.104.http > 218.109.196.83.gandalf-lm: S 2736849466:2736849466(0) ack 
861539766 win 64240 <mss 1460,nop,nop,sackOK>
14:02:39.805102 PPPoE  [ses 0x7b70] IP 218.109.196.83.gandalf-lm > 64.233.189.104.http: S 861539765:861539765(0) ack 
2736849467 win 64800 <mss 1440,nop,nop,sackOK>
14:02:39.807451 PPPoE  [ses 0x7b70] IP 64.233.189.104.http > 218.109.196.83.gandalf-lm: S 2870514727:2870514727(0) ack 
861539766 win 8190 <mss 1440>
14:02:40.304392 PPPoE  [ses 0x7b70] IP 64.233.189.104.http > 218.109.196.83.gandalf-lm: R 2736849467:2736849467(0) win 
8201
14:02:42.792648 PPPoE  [ses 0x7b70] IP 218.109.196.83.gandalf-lm > 64.233.189.104.http: S 861539765:861539765(0) ack 
2736849467 win 64800 <mss 1440,nop,nop,sackOK>
14:02:43.290321 PPPoE  [ses 0x7b70] IP 64.233.189.104.http > 218.109.196.83.gandalf-lm: R 2736849467:2736849467(0) win 
8201
14:02:48.811850 PPPoE  [ses 0x7b70] IP 218.109.196.83.gandalf-lm > 64.233.189.104.http: S 861539765:861539765(0) ack 
2736849467 win 64800 <mss 1440,nop,nop,sackOK>
14:02:49.305881 PPPoE  [ses 0x7b70] IP 64.233.189.104.http > 218.109.196.83.gandalf-lm: R 2736849467:2736849467(0) win 
8201



What to keep in mind

• Censorship seems to focus on the World 
Wide Web, but e-mail surveillance is 
probable

• Many Chinese access the Internet through 
wangba (网吧), or Internet cafés.

• This adds another level of (social) control



How to circumvent 
censorship

• Use different search engines 

• Foreign versions of Google (google.de) 
don’t seem to be censored

• Use the Coral proxy

• append nyud.net:8090 to your URL or 
use the handy Mozilla plug-in



Circumvention for 
geeks

• TOR

• Java ANON Proxy

• tunneling



Will geeks save the 
world?

• Most methods assume that you have your 
own PC

• To most people in China, the Internet is still 
irrelevant

• Massive anti-Americanism recently 
decreased popularity of  Western concepts 
of “liberty” and “democracy”.



Well...

• What do YOU think?


